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1) Installation Methods and OS upgrades.

The latest version of HMS is meant to run on version of MacOS 10.15 (Catalina) and above. It is
recommended to HMS at MacOS 12 (Monterey) which gives upgraded security features.

This document discusses the nuances of combining the installation of HMS 6.8.x.x with the upgrade
of MacOS to its latest versions.

There are 2 methods of installation and OS upgrading:

1) HMS installation, then OS upgrade
2) OS Upgrade, then HMS installation

However it should be noted that one method becomes invalid if you forget to backup the HLINK
folder (backing up the HLINK folder is part of the instructions, however it should be done before the
OS upgrade).

If you forget to backup the HLINK folder method 2 becomes invalid. Due to the lost data this
essentially makes it look like a fresh customer’s first installation.

This is due to the evolving security features of MacOS. During the OS upgrade, anything that is not
directly MacOS related is deleted — including the HLINK folder.

It should be noted that by ‘invalid’, it does not mean ‘impossible’, just that the HLINK folder and its
data will be lost, the actual installation can proceed as normal.

2) Do not try to upgrade 6.6.x.x or 6.7.x.x to 6.8.x.x

Upgrading to 6.8.x.x from an earlier version is not possible due to breaking changes. An error
message will be shown by the installer if you try to do so. Subsequent upgrades from 6.8.x.x will be
possible once they are released.

[ ) Setup - HealthLink Client 6.8.1.1-SNAPSHOT

Information

1ds

nta Please read the following important information.

When you are ready, click "Finish" to exit the installer.

rivy

Dis

This version of the Setup Wizard does not support an upgrade from
the currently installed version of the HealthLink Client.

Currently installed HealthLink Client version: 6.7.4.3
Setup Wizard's HealthLink Client version: 6.8.1.1-SNAPSHOT

Please contact the HealthLink Help Desk for further information.
(AUS: 1800 125 036; NZ: 0800 288 887)

P ER Health | Certaint
ﬂLLink in Care /

Finish
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VERY IMPORTANT: Please note that for upgrades, only the user that installed the HMS
application can run the upgrade for the installation.

| @ Setup - HealthLink Client 6.8.1.1-SNAPSHOT
Information

Nty
Care

Please read the following important information.

When you are ready, click "Finish" to exit the installer.

N

The user who originally installed this application is not the same
user trying to upgrade it.
This form of upgrade is not supported.

Please contact the HealthLink Help Desk for further information.
(AUS: 1800 125 036; NZ: 0800 288 887)

Health | Certa

Link

HL

Finish

VERY IMPORTANT: Please also close the EMR to ensure no more HMS messages are streamed into
the HLINK folder before starting the upgrade process.
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3) Backup the /HLINK folder

Before the upgrade process starts, make sure to backup the /HLINK folder.

[ JON ] [& Untitled
<> B = 0 2 | == v # v Qs
: LoG Untitled |+
: Favourites
@) Airbrop A ﬁ X l
[ #A; Applications E - — —_— ———
( E Recents Applications HLINK Library System Users
| [ Desktop
0 Downloads

[ Documents
( Locations
& iCloud Drive
@ Remote Disc
@ Network
Tags
@ Red

|

4) Backup the security folder and the cert/keystore files

Backup the /Applications/Healthlink/Healthlink Client/Security/*.keystore files.

All the *.(cipher/signature).keystore files need to be backed up except for ca.keystore. The new
installation will provide an updated version of the ca.keystore file.

lealthlink

N ® D@ |  © HealtnLink Client |
Name ~  Date Modified Size Kind
> HMSSErvice.xt LOjUB[LZULT Al B-£Z8 FM LEr10 pytes Flain rext
> M HMSServiceForMac.conf Today at 9:53 AM 4 KB Document
> [ jars Today at 9:563 AM --  Folder
@ libwrapper.jnilib 26/08/2021 at 8:28 PM 76 KB Document
memory.txt Today at 11:17 AM 27 KB Plain Text
HL OneTimePassword Today at 9:53 AM 176 KB Application
quantum.sh 26/08/2021 at 8:28 PM 183 bytes Plain Text
QuantumServiceForMac.conf Today at 9:53 AM 4 KB Document
sajithsmd.profile Today at 9:563 AM 21 KB Document
I jithsoad prafile original Today at 9:53 AM 21 KB  Document
Today at 9:53 AM - Folder
m splash.jpg 26/08/2021 at 8:28 PM 70 KB JPEG image
m startAdvancedOptions.command 26/08/2021 at 8:28 PM 241 bytes  Termin...Il script
m startHMS.command 26/08/2021 at 8:28 PM 217 bytes Termin...|l script
m startQuantumAdministrator.command 26/08/2021 at 8:28 PM 246 bytes  Termin...Il script
system.profile Today at 11:11 AM 6 KB Document
system.profile.original Today at 9:53 AM 6 KB  Document
42 tools jar Today at 9:53 AM 105 bytes Alias
» [ update Today at 9:59 AM --  Folder
“7 UserServiceLogon Today at 9:53 AM 139 KB  Application
l = wrapper.jar 26/08/2021 at 8:28 PM 84 KB Java JAR file
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security

& bootstrap.jar B ca.keystore

B debug.properties publicKey oy
debug.txt B sajithsmd.cipher.keystore
error.txt B sajithsmd.sig...ture.keystore

HL HealthLink A...nced Options

HealthLink C...nt Uninstaller
HealthLink Q...Administrator
HealthLink Quantum Server
HealthLinkService
HealthLinkSystemTray

HMS
hms-wrapper-license.conf
HMS.ico
hmsonlineService.txt

B HmsService
HMSService.txt

M HMSServiceForMac.conf
[

™

EFHEENE

jars >
libwrapper.jnilib
memory.txt

HL OneTimePassword

B quantum-wr...r-license.conf

B QuantumService

B QuantumSer...eForMac.conf
sajith1.profile

B sajithsmd.profile
sajithsmd.profile.bak1

B sajithsmd.profile.original

M splash.jpg

M system.profile

5) Backup the profiles

Backup /Applications/Healthlink/Healthlink Client/*.profile. This is only a safety measure and
will not be used later. The installation and subsequent steps will provide more up-to-date

versions.

However, it is good to have these files backed up so that Helpdesk and support teams can debug

issues that may come up (especially with system.profile).

Any changes to this file in the old version will not be translated into the new version as it is a
fresh installation. It will need to be copied over manually after the upgrade. This step will not be

required in almost all cases as system.profile will not have been changed originally.
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Name
AMVSService.ixt

@ HMSServiceForMac.conf
» [ jars
M libwrapper.jnilib
memory.txt
HL OneTimePassword
quantum.sh
QuantumServiceForMac.conf
I sajithsmd.profile

sajithsmd.profile.original
> [0 security
m splash.jpg
m startAdvancedOptions.command
m startHMS.command
@ startQuantumAdministrator.command
system.profile.original
A= tools.jar
» [0 update
77 UserServiceLogon
= wrapper.jar

6) Folder paths

[ HealthLink Client

~

Date Modified

Z0jUB[ZUZT al 8-Z8 PV
Today at 9:53 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM
Today at 11:28 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM
Today at 9:53 AM
Today at 9:53 AM
Today at 9:53 AM
Today at 11:19 AM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
Today at 11:11 AM
Today at 9:53 AM
Today at 9:53 AM
Today at 9:59 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM

Size
LEro Dytes
4 KB
76 KB
41 KB
176 KB
183 bytes
4 KB
21 KB
21 KB
70 KB
241 bytes
217 bytes
246 bytes
6 KB
6 KB
105 bytes

139 KB
84 KB

Kind

Fiain rext
Document
Folder
Document

Plain Text
Application
Plain Text
Document
Document
Document
Folder

JPEG image
Termin...ll script
Termin...Il script
Termin...|l script
Document
Document

Alias

Folder
Application
Java JAR file

Take note of the folder paths for the users in HMS Client using the Advanced Options. For
example, in 6.7.4.3 for the master EDI the folder base path should be /HLINK.

ece User Settings - HealthLink Client v6.7.4.3

User Profiles
ithl Add

BROADCST
Remove CBG_QUERY

CMDHBICS
DIABETESZ
GMs
GP2GP
GPSURV

EDI Details

Message Specifications.

edit

CBG_RESEARCH

System Directories

Add

Edit

Remove

Outgoing Message Store

Outgoing Message Directory
HLINK/FF_out/ACC

Options [PIEESFEEEEN Processor

Incoming Message Store
© File Based

Incoming Message Directory
FHLINK/FF_in/ACC

Symmetric Web Service

Edit / More

Whereas for non-master EDIs it should be /HLINK/username

- User Profiles

Add

BROADCST
Remove (CBG_QUERY

CMDHBICS
DIABETESZ
GMS
GP2GP
GPSURV

Message Specifications

Edit

CBG_RESEARCH

L oK ) User Settings - HealthLink Client v8.7.4.3

EDI Details [N System Directories

Remove

Outgoing Message Stare
Outgoing Message Directory.
[HLINK/sajith2 /FF_out/ACC

Options

Processor

- Incoming Message Stare
1O File Based

Incoming Message Directory

Symmetric Web Service

FHLINK/ sajith2/FF_in/ACC

Edit / More
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This becomes important later because in 6.8.x.x, the folder paths change to
/Users/Shared/HLINK and /Users/Shared/HLINK/username

User Settings - HealthLink Client v6.8.1.1-SNAPSHOT

User Profiles

1

sajithsmd

Add

Edit

Remove

Add

Edit

Remove

EDI Details JRAESTCERNLENY System Directories
Message Specifications

BROADCST
CBG_QUERY
CBG_RESEARCH
CMDHBICS
DIABETES?
GMs

GP2GP

GPSURV

Options Message Stores Processor

Outgoing Message Store
Outgoing Message Directory
JUsers /Shared/HLINK/FF_out/ACC

Incoming Message Store

© File Based Symmetric Web Service
Incoming Message Directory
JUsers/Shared /HLINK/FF_in/ACC

User Settings - HealthLink Client v6.8.1.1-SNAPSHOT

EDI Details EFECNNEa  System Directories

Message Specifications

Options Message Stores  ZGTSITT0g

‘Outgoing Message Store
Qutgoing Message Directory
/Users /Shared /HLINK/sajith1/FF_out/ACC

Incoming Message Store

© File Based Symmetric Web Service
Incoming Message Directory

{Users /Shared/HLINK/sajith1/FF_in/ACC

Add

Edit

Remove

Edit / More

Add

Edit

Remove

Edit / More
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7) Uninstall the existing version - 6.6.x.x or 6.7.X.X

Uninstall the existing version using the uninstaller at /Applications/Healthlink/Healthlink
Client/Healthlink Client Uninstaller.app

Name

= bootstrap.jar
[ debug.properties
debug.txt

error.txt

Bl _Hoaltblinlk Ad. dOotions

W HealthLink Client Uninstaller

ea In uantum Administrator

KL HealthLink Quantum Server

M HealthLinkService

HL HealthLinkSystemTray

HL HMS

HL HMS.ico
hms.sh
hmsonlineService.txt
HMSService.txt

M HMSServiceForMac.conf

> jars

M libwrapper.jnilib
memaory.txt

KL OneTimePassword

e

HealthLink Client
~  Date Modified

26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
Today at 11:19 AM
Today at 11:11 AM
Today at 9:53 AM
Today at 9:53 AM
Today at 9:53 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM
Today at 9:53 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
26/08/2021 at 8:28 PM
Today at 9:563 AM
Today at 9:53 AM
26/08/2021 at 8:28 PM
Today at 11:20 AM
Today at 9:563 AM

8) Copy the HLINK folder to /Users/Shared

Size
25 KB
530 bytes
8 KB
Zero bytes
176 KB
133 KB
176 KB
176 KB
234 KB
176 KB
176 KB
4 KB
127 bytes
Zero bytes
Zero bytes
4 KB
76 KB
31 KB
176 KB

Kind

Java JAR file
Document
Plain Text
Plain Text
Application
Application
Application
Application
Unix executable
Application
Application
Windo...n image
Plain Text
Plain Text
Plain Text
Document
Folder
Document
Plain Text
Application

B

Copy over the backed up HLINK folder to /Users/Shared, making it /Users/Shared/HLINK. This should
help merge the old HLINK and new HLINK folder correctly during the installation. The installer will
override the important files with its new ones.

< 888

i

Bl= = - & o

hms_mac_testing_resources

Favourites @ Network » B8 Applications
@ AirDroj Remote Disc » W Library
. & Untitied » BB System

@ Recents = Users

ﬁ: Applications

[E Desktop

@ Documents

0 Downloads

9) Install 6.8

XX

HealthLink Client

4 admin >
> sajith >
- O
> testuser >

o testuser2 >

HLINK >

Install 6.8.x.x as a fresh installation. Note that the new installation ends up in the
/Users/username/Applications/Healthlink folder, not the common /Application/Healthlink folder
anymore. This is in keeping with Apple’s best practice guidelines.
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£

Favourites

@) wirorop

N RS

E Recents

[ Deskiop

) Downloads

1 Documents
Lacations

% iCloud Drive

(3 Remate Disc

@ Network
Tags

@ Red

@ Green

@ Blue

® Purle

5 Al Tags.

10)

=== = 8- & a

Hesithiink. HealthLink Crant
1 Applicaticns. * 1 admin » 1 Applications b 1 Healthiink » 1 HealthLink Client
W HLINK * 7 saith * [ Desktop . HealthLink Quantum
# Library » [ Shared » I Documents »
i System . 9 Downloads B
 Users > I Movies .
o Music .
0 Piclures »
9 Public B

Master EDI and other EDI entry

Setup - HealthLink Client 6.8.1.1-SNAPSHOT

Nty
are

rta

pER Health | Ce
l"-LLink ‘in

User Identification

Please enter your EDI account name and password that have been
issued to you by HealthLink. This information is used for identifying
you to the HealthLink Client Messaging System.

Organisation Name: sajithsmd

EDI Account Name: sajithsmd

EDI Account Password: |e

Next > Cancel

b % bootstrapjar
+ Ml debug.propertiss

HeaithLink A_nced Options
W HealthLink C__nt Uninstaller
HL Heslthlink Q.. Administrator
KL HeallhLink Quantum Server
B HealthlinkService
HL HealthlinkSystemTray
HL HMS
B hims-wrapper-license.con!
B HMSIco
hmsanfineSarvice.tet
W HmsService
HMSService Lxt
B HuSServiceForkiac.conf
2 jers
W ibwrapperiniit
memory L.
HL GneTimesassword
B quantum-wr..r-license.cont
M GuantumService
B CuantumSer, eForMac.cont
B sajithemd profile
M ssjithsmd profile original
19 security
= splashiiog
system profile
B system profile originat
* tools.jar
T UserServiceLogon
* wrapperjar

You need to enter the details of the master EDI during the 6.8.x.x installation as follows:
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Using Advanced Options, add the rest of the EDIs. The customer will be able to provide the
passwords for all the EDIs. PTO for example screens:

HealthLink Advanced Options  File
ece
-.  User Profiles

-bash up — -bd

1ser.sajithsnd, net.heal
2,483
iplications/Healthlink/
iplications/Healthlink/
iplications/Healthlink/
ipligations/Healthlink/
~MacBonk-Pra:6.8.1.8 (
~MacBock-Pra:6.8.1.8 (
~MacBook—Pra:6.8.1.8 (
intents/Mac0s/JavaAppl
irds
19 Installutil.init() a
i-MacBook—Pro:6.8.1.8 (
its/MacDS/JavaApplicati
Failed to load class
Defaulting to no-opar
Soe hrtp://www.s1f4i.

1g Installutil.init() a

1ing.openSharedConnecti

~MacBook-Prai6.8.1.8 [

Configuration

Utili

Edit

Remove

ities

Logon/Logeff  Help

# B T B Tuel:58 AN
User Settings - HealthLink Client v6.8.1.1-SNAPSHOT

EDI Del Message Types

System Directorles

Standard Settings

EDI Account Name
sajithl

EDI Account Password

Certificates
Certificate Server URL(s)

Certificate Cache Validity

1 day(s)

User Profiles

sajithsmd Add
Edit

Remove

11)

Standard Settings

EDI Account Name

sajithsmd

EDI Account Password

Certificates
Certificate Server URL(s)

L

EDI D Message Types System Directories
Add item

Organisation Name: sajithl

EDI Account Name: sajithl

EDI Account Password: o | .

Copy selected profile

Cancel

Adding back the .keystore files

Next copy all the * keystore files from the backed-up security folder and paste them to
/Users/Applications/Healthlink/Healthlink Client/security:

Favourites "
@) AirDrop ' -
# Applications. »
S Recents -
[ Desktop
@ Downloads.

5 Documents

Locatians,
€% icloud Drive
(5 Remare Dise:

& Network

Togs
® Red
® Green
® Blue

# | &
Haalthlink
»

¥

EFEEE

<

Applications
Desktop

= Documants

Downloads
Mevies
Music
Pictures
Public

0

security +

LT
publickeykey

L saiithsmeLcipher.pfx
sajihsma signature pix

# bootstrap jar
W Gebug praperties
dsbug st
HL IthLink &...need Options

» 1 Healthiink "
.
. HealthtInk C...0t Uninstaller
»

debug it
4 HeaitrLink Glient

HazltrLink Quantum

)

HL HealthLink G_Administrator
HL HealthLink Guantum Server
M HoalthLinkService
HealthLinkSystemTeay

HMS
hms-wrapper-license.cont
M Husco

hensonineService bt
B Hmsserice.

HMSSarvice it
W HMsServiceForkac. conf

jars .
B ivwrapperjnilio

memory bt
HL OneTimePassword
M ouantum-wr._r-licanse.conf
M OusntumService
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DO NOT copy over the ca.keystore or the publickey.key, only the
username.cipher/signature.keystore files

12) Validate keystores

To make sure the security folder is set up correctly go to: Advanced Options -> Utilities ->

Security Tool

# HealthLink Advanced Options
0 e

Current Users

50— -bash up — b
hms.user.sajithsmd,net.heal
sst, 280, 203
xd Japplicatiens/Healthlink/|
:d /Applications/Healthlink/|
xd Japplicatiens/Healthlink/|
:d fApplications/Healthlink/|
\dmins-MacBook-Pro:6.8.1.8 (I
\dmins-MacBaok-P: 8.1.8 dl
Admins-MacBook-P: 8.1.8 {l
app/Contents /Mac0S/ Javappl
*assword:
wnning InstallUtil.init() a
Admins-MacBook-Pro:é.8.1.8 (I
Jantents/Macos/Javaapolicatd

2o http:/ . 51763

wnning Installuril.init() &
Jebug mode

tessaging.epensharedCannecti|

Admins-MacBook-Pro:6.8.1.8 (|

sajithsmd

File Configuration

Logon/Logaff  Help

8=

3 Tue 12:03 PM

name-Recipient Mapping Editor
~ LogFile Sender
Log File Printer
Rejected File Sender
Security Tool
Test Message Generator &6

|nk Client v6.8.1.1-SNAPSHOT

Certificate Details

Key Import

Please enter your One Time Password for the Edi Account.

EDI Account: sajith]

One Time Password: |

Connection Password
Please choose a password to protect your personal keystore. You will need to enter
this password whenever you logon to the Healthlink Client.

Enter Connection Password:

Confirm Connection Password

IT IS IMPORTANT THAT YOU DO NOT FORGET YOUR COMNECTION PASSWORD.
You will not be able to receive any messages without your connection password.

Proceed

For EDIs that do not have their certificates setup correctly, the One Time Password screen will
show up as follows:

[oo

Current Users

|

sajithsmd

Security Tool - HealthLink Client v6.8.1.1-SNAPSHOT

LCULEUEEe  Certificate Details  Key Import
Security

One Time Password

Please enter your One Time Password for the Edi Account.

EDI Account: sajithl

One Time Password:

Connection Password
Please choose a password to protect your personal keystore. You will need to enter
this password whenever you logon to the Healthlink Client.

Enter Connection Password:

Confirm Connection Password:

IT IS IMPORTANT THAT YOU DO NOT FORGET YOUR CONNECTION PASSWORD.
You will not be able to receive any messages without your connection password.

Proceed
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For EDIs that have been setup correctly, a different screen will appear as follows:

P TPV ——— o T mm us o
l [ ] ® Security Tool - HealthLink Client v6.8.1.1-SNAPSHOT

k

¢ Current Users [CIENERES cCertificate Details  Key Import

a |sajithl

i

Change Connection Password
Current Connection Password:
New Connection Password:

i} Confirm New Connection Password:

Change

You can also view the certificate details for reference by going to the Certificate Details tab and

selecting a certificate type and entering the password (which is customer specific):

e L SUTgMILGUI G oML SUgST LUy g o e mm auv e

Current Users

Key Manager czis Daz Key Import
sajithl
saliismd * Signature Certificate details Encryption Certificate details
Certificate Property Value
Version
Serial Number
Signature Algorithm
Issuer
Valid from
Valid to
Subject
[ BN Enter Connection Password
Enter Connection Password:
.
Ok Cancel
ece Security Tool - HealthLink Client v6.8.1.1-SNAPSHOT
Current Users Key Manager [REiil=liirael Key Import
sajithl
EeuE O signature Certificate details Encryption Certificate details
Certificate Property Value
Version 3
Serial Number 720396353170111861231735535141814262890282076211
Signature Algorithm SHAS 12WITHRSA
Issuer C=NZ,0=HealthLink Group Limited,OU=Certification Services,CN=...
Valid fram Fri Dec 16 10:57:15 NZDT 2022
Valid to Sun Dec 15 10:57:15 NZDT 2024
Subject ji ink.net,CN=saji O=Healthlink td,L=au...
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13) HLINK folder validation (Advanced Options)

Make sure the HLINK folder paths match up correctly for the EDIs (refer step 5)

It is vitally important that the folder paths are updated to /Users/Shared/HLINK/(username)

ece User Settings - HealthLink Client v6.8.1.1-SNAPSHOT

User Profiles EDI Details JUCSECERETENS  Systam Directories

sajithl Add

Message Specifications

Edit Add

: BROADCST
| Remove CBG_QUERY Edit
| CBG_RESEARCH
| CMDHBICS. Remove
|
|

DIABETES2
GMS
GP2GP
GPSURYV

Options Message Stores Processor

QOutgoing Message Store

Outgoing Message Directory
fUsers fShared/HLINK/FF_out/ACC

Incoming Message Store

o File Based Symmetric Web Service

Incoming Message Directory
JUsers/Shared/HLINK/FF_in/ACC

Edit / More

14) EMR updates

Note that now the HLINK folder has moved to /Users/Shared/HLINK. EMRs will have to update their
configuration to point to these new folders. EMRs reliant on hms_config.xml can find it at
/Users/Shared/HLINK/hms_config.xml, and will have to update their configuration paths to point to
this file in order to derive HMS Client folder locations.

15) HMS Registry folder

The HMS Registry folder which is used to manage upgrades of HMS Client is still found at the root
/Applications/HMS Registry folder:
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o0 e [ HMS Registry
< | > 8 = 20 &= % ] (am] Q, Search
e @ App Store @ com.installer.hms.xml
. @ Automator
@ AirDrop @ Books
43 Applications T8 Calculator
7. Calendar
Recents 2
= & Chess
[ Desktop B Contacts
o Downloads ‘ Dashboard
B Dictionary
[ Documents L% FaceTime
Locations & Font Book
@ Google Chrome
& iCloud Drive 1y Healthlink B
Rermoto Dies
1 Home
@ Network & Image Capture
Tags (2 iTunes
& Launchpad
® Red # Lightshot Screenshot
® Green B Mail
5. Maps
- 2 Blia

16) Mac OS HMS folder permissions

For security purposes the Mac OS installation starting from 6.8.x.x will be given more restrictive
permissions to its folders.

An understanding of the file permissions in *nix based systems has been reproduced below

rwxrwxrwx 777

rwxr-xr-x |755

IW-YW-Ir—- .664
rW=rW=—== '660

IW=L==Y== ‘644

Permission Octal Meaning
string code

Read, write, and execute permissions for all users.

Read and execute | permission for all users. The file’s owner also
|has write permission.

rwxr-x--- 750 |Read and execute permission for the owner and group. The
file's owner also has write permission. Users who aren’t the
| file’s owner or members of the group have no access to the file.
IWX====== 700 Read, write, and execute permissions for the file's owner only;

all others have no access.

'Read and write permissions for all users. No execute
|permissions for anybody.

Read and write permissions for the owner and group. Read-

only permission for all others.

Read and write permissions for the owner and group. No

world permissions.

Read and write permissions for the owner. Read-only

jpermission for all others.

IW=L === ’640 Read and write permissions for the owner, and read-only
| jpermission for the group. No permission for others.
rwW-————== 600 Read and write permissions for the owner. No permission for
‘ anybody else.
Fe——————— 400 Read permission for the owner. No permission for anybody

else.

Reference: https://www.wikihow.com/Change-File-Permissions-in-Linux-from-the-Terminal
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The 744 permission’s description can be found below:

744 , which is a typical default permission, allows read, write, and execute permissions for the owner, and read

permissions for the group and “world” users.

Reference: https://www.linode.com/docs/guides/modify-file-permissions-with-chmod/

The /Users/Shared/HLINK folder has been given 777 permissions so that anyone can
read/write to it.
The Healthlink folder has been given 777 permissions.
The Healthlink/Healthlink Client and Healthlink Quantum folder has been given 755

permissions.

The files inside the Client and Quantum folder have been given 700 permissions.

The system.profile has been given 644 permissions

The Healthlink Client/updates folder has been given 744 permissions.
The Quantum/logs folder has been given 744 permissions.

The HMS Registry folder has been set to 744 permissions

The xml file inside the registry folder has been set to 644 permissions.

HLINK folder permissions

YyVvvyvey

Healthlink and Client folder permissions

admin
2 sajith
Shared

Healthlink

4 B HLINK >

[ 2
>

777

admin

FF_in

FF_out

HL7_in
HL7_out
hms_config.xml
hmsonlineService.txt
HMSService.txt
httpsend

LOG

other_in
other_out
receive

sajith1

send
testtemplates

= tools.jar

XML_in
XML _out

vVVvyvVvVYy

vVVvVVvYVvVVVYY

v
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th i a
sithlink

> [ Applications > [ Healthiink
» I Desklop »
> I Doeuments .

[ Downloads v 777

=1 Movies .

 Music »

w0 pictures »

[ Public: .

> debug.xt
HealthLink Client
HealthLink Quantum

755

Quantum logs folder permissions

Hesithiink
* B0 admin » [% Applications
» p sajith * I Deskiop
» 19 Shared > I Documents
B o1 Downloads
B M Movies
" Music
= pictures
= public

[ Healthlink

.
.
>
>
»
>
>
»

HMS Registry folder permissions

ooo
/ ooo

Favourites
@ AirDrop
£ Recents
A Applications
) Desktop
@ Documents
0 Downloads

B0EéENHMEOYO

n

Locations

& iCloud Drive

L) HMs A

L] Hms A

Remote Disc

(M devsaiit... 2

o

(AN S § =3

=@-

App Store
Automator
Books
Calculator
Calendar
Chess
Contacts
Dashboard
Dictionary
FaceTime

Font Book
Google Chrome
HMS Registry
Home

Image Capture
iTunes
Launchpad

update
3 boatstrap.jar
B debug properties
» debugut
errortxt
HL HealthLink A..need Options
W HealthLink C...nt Uninstaller
HL HealthLink Q...Administrator
HL HealthLink Quantum Server
B HealthLinkService
HL HealthLinkSystemTray
HL HMS
B hms-wrapper-license.conf
H HMS.ico

-

hmseniineService.txt
B HmsService

HMSService et
M HMSServiceForMac.conf

jars

B ibwrapper jnilib
memorytet

HL OneTimePassword

M quantum-wr..r-license.conf

B CusntumService

M Quantwumser...eForkac conf

M sajith1.profile

W sajithsmd.profile

B sajithsimd profile bak1

B sajithsmd.profile.original

B security

system profile

W system.prefile.original

install4|Error...1805176.l0g
S

644

744

TeerSericalogon
2 wrapperjar

700

® || debug:xt
HealthLink Client
HealthLink Guantum

logs
£ hmsonline > bootstraptxt

» Amsonline.txt

. nmsonlineService.tt

hitpRequest.txt

744
744

mvl vl O

744

Lightshot Screenshot

@ com.installer.hms.xml

644

Healthlink Client folder permissions viewed by terminal
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Admins-MacBook-Pro:HealthLink Client sajith$ 1s -1rth

'total 43560

sajith staff 22K 24 Jan 11:57 sajithsmd.profile.bak2

sajith staff 6.5K 24 Jan 11:57 system.profile.bak2

sajith staff 24K 24 Jan 12:086 sajithl.profile

sajith staff 5.3K 24 Jan 13:08 install4jError622081261591805176.1og
sajith staff 124K 24 Jan 13:09 wrapper.jar

sajith staff 17M 24 Jan 13:89 tools.jar

sajith staff 68K 24 Jan 13:09 splash.jpg

sajith staff 509B 24 Jan 13:09 quantum-wrapper—license.conf

sajith staff @B 24 Jan 13:09 memory.txt
sajith staff 234K 24 Jan 13:089 libwrapper.jnilib
sajith staff @B 24 Jan 13:09 hmsonlineService.txt

sajith staff 518B 24 Jan 13:09 hms-wrapper—license.conf

sajith staff 530B 24 Jan 13:09 debug.properties

sajith staff 18K 24 Jan 13:089 bootstrap.jar

sajith staff 105K 24 Jan 13:09 QuantumService

sajith staff 105K 24 Jan 13:09 HmsService

sajith staff 1.2M 24 Jan 13:89 HealthLinkService

sajith staff OB 24 Jan 13:09 HMSService.txt

sajith staff 4.2K 24 Jan 13:09 HMS.ico

sajith staff 96B 24 Jan 13:25 HMS.app

sajith staff 96B 24 Jan 13:25 HealthLink Advanced Options.app
sajith staff 96B 24 Jan 13:25 HealthLink Client Uninstaller.app
sajith staff 96B 24 Jan 13:25 HealthLink Quantum Administrator.app
sajith staff 96B 24 Jan 13:25 HealthLink Quantum Server.app
sajith staff 96B 24 Jan 13:25 HealthLinkSystemTray.app

sajith staff 96B 24 Jan 13:25 OneTimePassword.app

sajith staff 96B 24 Jan 13:25 UserServicelogon.app

sajith staff 5.0K 24 Jan 13:25 jars

sajith staff 224B 24 Jan 13:25 security

sajith staff 22K 24 Jan 13:26 sajithsmd.profile.bakl

sajith staff 22K 24 Jan 13:26 sajithsmd.profile.original
sajith staff 6.5K 24 Jan 13:26 system.profile.bakl

sajith staff 6.5K 24 Jan 13:26 system.profile.original

sajith staff 3.8K 24 Jan 13:26 QuantumServiceForMac.conf
sajith staff 3.9K 24 Jan 13:26 HMSServiceForMac.conf

sajith staff 64B 24 Jan 13:30 update

drwxr-xr-x

PRPPNRPPPPPPIYNIOWOROWWERRRPRPRRPPPPRPRPRERRERRPRPRPRRERER

—TWXTWXTWX sajith staff 22K 24 Jan 13:33 sajithsmd.profile
—TWXTWXTWX sajith staff 24K 24 Jan 13:34 sajithtest.profile
—IWXIWXIWX sajith staff 6.9K 24 Jan 13:34 system.profile
—TWX—————— sajith staff 15K 24 Jan 13:34 error.txt

—IWX—————— 1 sajith staff 95K 24 Jan 13:34 debug.txt
Admins-MacBook-Pro:HealthLink Client sajith$ '

Healthlink folder’s permission’s viewed by terminal

total 16

—-IW-r——r—— 1 sajith staff 4.,5K 24 Jan 13:06 debug.txt
drwxr-xr-x 4 sajith staff 128B 24 Jan 13:25 HealthLink Quantum
drwxr-xr-x 45 sajith staff 1.4K 24 Jan 13:34 HealthLink Client
Admins—MacBook—Pro:Healthlink sajith$

Quantum logs folder permissions viewed by terminal

Admins—MacBook—-Pro:HealthLink Quantum sajith$ 1ls -1lrth
total @

drwx————— 12 sajith staff 384B 24 Jan 13:25 hmsonline
drwxr——r—— 6 sajith staff 192B 24 Jan 13:25 logs
Admins—MacBook-Pro:HealthLink Quantum sajith$
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Base Healthlink folder’s permissions

Admins—-MacBook-Pro:Applications sajith$ 1s -1lrth
total ©
drwxr-xr-x 6 sajith staff 192B 24 Jan 11:52 Healthlink

Admiime ManaDAaAl: RvasArninldan+rtane caada+hd

HMS Registry folder permissions viewed by terminal

L S R R [V RCTTT T P ST WML W P W T WM MM WA W 8

drwxr—--r—-— 3 sajith admin 96B 26 Jan 09:33 HMS Registry
admins—-MacBook-Pro:Applications sajith$

aamlins—MacBOOK—FIrO:HMS Keglstry sajltny 1s —1Irtn

admins-MacBook-Pro:HMS Registry sajith$ [

total 8
-rw-r—-r—- 1 sajith admin  966B 26 Jan 10:18 com.installer.hms.xml

T | Vi—

17) Start HMS Service (HMS Advanced Options)

IMPORTANT NOTE: Due to the limitations of MacOS, the HMS service is no longer installed by
default during the HMS installation. Instead it has to be manually installed by going to the HMS
Advanced Options -> Mac Service.

Additional Note: For first time users/installers a popup may be shown by the MacOs when first
trying to install the HMS service (shown below). This is a MacOS security feature. Press ‘Ok’ to
install the HMS service.

Scheduler  Connection [JIESIVIZH Logs Restricted Files  Security Backup Updates Available
@ Do you want to resta
Install/Uninstall Service Start/Stop Service updates now or try tc
G Install
<5 Uninsta
M Stan
Service not installed
Always Connected for Messaging “HealthLink Advanced Options” wants

access to control “System Events”. Allowing
& control will provide access to documents
and data in “System Events”, and to perform

actions within that app.

Don't Allow OK

18) Start Quantum Service (HMS Quantum Administrator)

IMPORTANT NOTE: Due to the limitations of MacOS, the Quantum service is no longer installed by
default during the HMS installation. Instead it has to be manually installed by going to the HMS
Quantum Administrator.
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| NON HealthLink Quantum Administrator

Standard Application

~ Install/Uninstall Service

Ly Install

<3 Uninstall

Service installed

- Start/Stop Service

B Start

I stop

Service not started

- Output
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